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TALI Mission Statement
The Texas Association of Licensed
Investigators is an organization
that promotes and encourages the
highest standards of professionalism
among licensed private
investigators through information,
education, training, legislative
action, membership support
and networking.
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TALI Code of Ethics
All members of the Texas
Association of Licensed Investigators
will subscribe to the following Code
of Ethics:
• To be professional and to
demonstrate integrity and honesty
as an investigator and as a
member of TALI.
• To give each client a full
explanation of the work to be
performed, rates to be charged
and reports to be rendered.
• To preserve as confidential
all information received in an
investigation unless directed
otherwise by the client or
unless under specific order or
legal authority.
• To conduct all aspects of
investigation within the
bounds of legal, moral and
professional ethics.
• To apprise clients against any
illegal or unethical activities and
to cooperate with law enforcement
or other governmental agencies,
as required by law.
• To constantly strive for
improvements as a professional,
to respect the rights of others
and to insure the same from
ones employees.
• To loyally support TALI, its aims,
purposes and policies as long as
one remains a member.
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MARK GILLESPIE, TCI
President, TTI Editor
Texas Association of Licensed Investigators
THIS, OUR SECOND ISSUE OF The Texas Investigator published by Naylor, is a work in progress and will
continue to evolve and improve to capture the interests of our readers and to meet their desires and expectations.
I was very pleased with all aspects of our first issue, but I also recognize there is always room for improvement and
we will continue to strive for continuous improvement. Many thanks to our writers and advertisers; for you make it
all possible! I encourage our readers to consider submitting articles for publication and comments for suggested
improvements.
Private Security Board Issues. On Oct. 30, 2013, the Texas Department of Public Safety Private Security
Board (PSB) voted to rescind the current Texas Administrative Code Title 37, Part I (Texas DPS), Chapter 35
(Private Security) and approve the proposed rewrite of Chapter 35. Chapter 35 was rewritten by the Texas DPS
Regulatory Services Division (RSD) in an effort to reflect a more logical and user-friendly format. The rewrite
should be published for public comment/input and then presented to the Texas Public Safety Commission for final
approval after the first of the year 2014. An implementation date has not been set.
Unlicensed Activity. As I am sure you are aware, unlicensed individuals and companies continue to perform
functions regulated by the Texas Department of Public Safety Regulatory Services Division (RSD). Unlicensed
activity should concern all of us. Not only is it illegal, but it takes business opportunities and potential income from
thousands of licensees and is not good for Texas consumers. We continue to report allegations of unlicensed
activity to DPS for enforcement action. However, in October 2013, we were informed that DPS investigators
assigned to DPS RSD who have been responsible for investigating unlicensed activity have been moved to the
Criminal Investigations Division (CID). Unfortunately, this move could (more likely will) have an adverse impact on
enforcement action by CID. We all know that unlicensed activity probably does not command a significant amount
of attention in the scheme of things! We take this issue seriously and are working with DPS to ensure they pursue
enforcement. Report unlicensed activity to UA Chair and Region 5 Director Robert Ralls at citadelralls@aol.com.
Upcoming TALI Conferences. Be sure to mark your calendars for our Spring 2014 Conference to be held
in Houston at the Marriott Houston West Loop by the Galleria, on March 7-8, 2014. Our theme will be “Using
Specialists to Maximize Profitability.” Our 2014 Annual Conference will be held at the AT&T Executive Education
and Conference Center on the University of Texas at Austin campus on Sept. 3-5, 2014, (the week following Labor
Day). We always have a great time networking, earning outstanding CE and being entertained! You might be
interested in knowing that the AT&T Executive Education and Conference Center is a state-of-the art conference
facility and is quite impressive!
Collaboration with Pursuit Magazine. I am pleased to welcome Hal Humphreys who is a Tennessee PI
and Executive Editor of Pursuit Magazine. Hal will be a frequent contributor of articles geared toward professional
development and PI education. We look forward to Hal’s experience and expertise!
Being a TALI Member… We have the distinction and honor of being one of the top private investigator
associations in the nation. This claim can be attributed to years of outstanding leadership, vision, commitment,
dedication, and action of current and former TALI leaders. The benefits of TALI membership are numerous.
Besides the magazine, discount programs, networking, online education and unequaled conferences to
name a few, TALI plays a key role in developing, changing and updating the rules that regulate our profession.
Furthermore, TALI influences, monitors, supports and combats legislation that affects all Texas PIs. I am not aware
of any non-TALI member who has influenced legislation before the Texas Legislature. Our profession in Texas is
shaped by TALI! Ponder that for a moment.
Finally, take time to thank a vet for their service and sacrifices. If you can, give them an opportunity to work for
you. Veterans are quality people. Their leadership, followership, devotion, commitment, experiences, responsibility
and training are second to none. Vets, we thank you and salute you.
Let’s Roll,
Mark Gillespie
Read the digital edition at www.naylornetwork.com/tli-nxt | Winter 2014 5
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Which Hat Makes the
Most Money?

BY SCOTT CARLEY

YOU WEAR A LOT OF HATS in your business, don’t you?
• Hats that define your roles.
• Hats that move you forward in your business.
• Hats that distract you from your work.
• Hats that make you a fireman!
Some hats you really enjoy, and they fit you. You’re the highpaid expert with all the right answers. But others are very boring!
You can think of a thousand reasons NOT to put it on. If you were
honest, some of those hats are way out of your skill set. You wear it
and do it because it has to be done. But the truth is, you’re not good
at it and you know it. Or it’s a hat anyone could wear … but you
always put it on!
There are a few hats you wear that really bring in the revenue.
When you’re working in that hat, the company is making money.
You’re conducting an investigation, performing a surveillance, or
gathering evidence and getting ready for trial. Revenue is coming

in, and everybody is happy. It fits and feels good! You really enjoy
putting it on, squaring it around and going to work. It’s your image,
and it makes you feel great.
There are some hats you probably wish you could throw into the
trash. And others that you would gladly share with someone else.
As a matter of fact, you have tried many times to get rid of one of
those hats, but the rest of the staff or issues keep bringing it back
and putting it square on your head.
If you are a business owner, according to Michael Gerber, author
of The E-Myth, you wear at least three categories of hats:
1. The Technician is someone — a bicycle mechanic, computer
programmer, cook, private investigator, etc., — who is an expert
in his or her craft. The technician is happiest doing the work they
are good at and ignoring the rest, which, in the end, is a recipe
for failure.
2. The Entrepreneur is the dreamer, the one who sets out to do
something new, who reaches for the stars. The entrepreneur
lives in the future, thinking about what could be (rather than in the
present). The entrepreneur is often frustrated by how slow the
world seems to move.
3. The Manager is the detail-oriented one who dots the I’s and
crosses the T’s; the one who remembers to pay the bills and
wants a well-organized world with no surprises — a world where
things happen in an orderly, predictable manner.

Most employees do not have a clear idea of exactly what
their superior expects of them. They live in a foggy blog
of “I think so” job responsibility.
6 Winter 2014 | THE TEXAS INVESTIGATOR | www.tali.org

Getting focused on what
matters most is critical to
surviving as a business.
It’s about making sure you
keep the right hat on.

That would be great if there were only three hats. But do you find
yourself looking at a dozen different business caps: investigator,
sales manager, sales person, bookkeeper, courier, admin expert,
maintenance, marketing director, computer expert, and the list
goes on and on? Something pops up on your email and hands
you another cap that distracts you away from what you are doing.
Screaming, it says, “Right now … put on this cap and take care of
me! I’m important and urgent!”
But what if you’re not the owner? You just “work here.” There
is still a good chance you are wearing several hats. OK. Quit
laughing. We all know you ARE wearing hats that your boss doesn’t
even know about. His beloved company would go down the toilet
if you weren’t taking care of some really important things that
require a hat.
LET’S CLARIFY YOUR ROLES
Did you know the No. 1 employee complaint is an unclear job
description and expectation? That’s right. Most employees do not
have a clear idea of exactly what their superior expects of them.
They live in a foggy blog of “I think so” job responsibility.
The No. 1 complaint of employers is, “My employees are NOT
doing what I hired them for!” Most employers are frustrated
because employees are doing everything else besides what they
were hired to do.
It gets worse! Because position responsibility is not tied directly
to income-producing ramifications, hours upon hours of busywork
can cost you in a big way. There are a lot of hats that have no
productivity benefit, and they sabotage business profitability. In
English, what I’m saying is you have highly skilled professionals
or tech experts wearing part time hats as file clerks and paper
shufflers. Those hats are eating away at profits.
FOCUS ON WHAT MATTERS — WEAR THE RIGHT HAT
Getting focused on what matters most is critical to surviving as a
business. It’s about making sure you keep the right hat on — not
necessarily the hat you like the best, but the hat that makes you the

most productive. You have to constantly ask yourself the question,
“What is the most productive thing I can do right now/today?”
Here is what you can do about it. Hats should fall into three
categories:
1. Primary Responsibilities. When I have this hat on, I’m the most
productive for my company. My marketable skills are being used
at their optimum level. These hours are billable. Somebody is
getting paid! Or at the very least, an employee is doing exactly
what they were hired to do, and that has an immediate impact on
the business running efficiently.
2. Secondary Support Responsibilities. This hat supports my
ability to wear my primary hat. It has a direct correlation to helping
me do what I do best. But I can take it off in a minute should my
primary calling pop up. This may include research, returning
phone calls, email or proposals.
3. Ongoing Responsibilities. I ONLY wear this hat after I’m done
with the others. It NEVER or rarely takes time away from primary
or secondary responsibilities. But administrative work still has to
fit into my schedule somewhere.
Make sure you or your staff is clear about where they should be
spending their time and priorities. Ask them to recite back to you
what they think you want them to be doing on a daily and weekly
basis. Let them know what is first, second and third on that priority
list. That gives them the tools to make great time management
decisions quickly!
The barrenness of busyness is the No. 1 enemy of a busy
professional. In other words, you can be “busy” doing all kinds of
urgent or mundane activities that don’t make you any money. You’re
busy but not on income-producing activities.
Don’t ever let someone just drop a hat on your head. You CHOOSE
the hat you wear! ●
Scott Carley is a keynote speaker and business coach who specializes
in organized productivity and referral networking. He is the founder and
president of Growth Dynamic Consulting LLC, located in Austin, Texas,
and has helped thousands of small business professionals in 47 states
around the country get command of their daily routine and exponentially
expand their business connections through referral networking using
one-on-one coaching or onsite staff training. For more information,
visit his blog at GrowthDynamic.com/blog. Contact him at Scott@
GrowthDynamic.com or 512-470-0570.
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8 Credible Steps to Become
a Successful Interviewer
BY JAY ABIONA
HAVE YOU EVER CONDUCTED AN INTERVIEW and were
unsure if the individual was being 100 percent honest? If so, then
this article is for you! We all know that the largest cost in any
business is usually payroll. In order to have loyal, hardworking and
honest team members, you need to hire appropriately. As private
investigators, we have an obligation to our clients to ensure the
highest levels of integrity, and that all starts with us as business
owners and who we hire. This article will assist you with hiring the
right candidate.
According to the Association of Certified Fraud Examiners, $50
billion is stolen annually from U.S. businesses by their employees.
That is almost equivalent to $137 million a day. This staggering
amount could possibly be blamed on our economy or even a
company’s culture, but I personally believe it all starts and can be
prevented during the hiring process.
There have been dishonest people throughout the world for
thousands of years, and obviously this will continue. The real
question is not one’s level of integrity, but why are we hiring
someone who is being dishonest during the interview? Since I
am sure no one would knowingly hire someone who was being
deceptive during an interview, I could only assume it is because the
interviewer is not aware of the non-verbal modes of communication
that occur during every conversation.
We are going to cover eight credible steps that will assist you
within the hiring process and make your interviews more effective,
which in turn will help you make a better choice when attempting to
hire the right person for the job.
8 Winter 2014 | THE TEXAS INVESTIGATOR | www.tali.org

1. CONDUCT A THOUROUGH REVIEW OF THE RESUME
According to the Society of Human Resource Managers, 53
percent of people lie on their resume. So, that means more than
half of the people you interview will have inaccurate information
on their resume/application. If reviewing a resume, you should be
aware of time gaps, numerous employers, education level and
experience in the position they are applying for. If you are reviewing
an application, you should be pay close attention to the reasons for
leaving prior employment, criminal convictions and missing names/
numbers of previous employers. This is the information you can use
to base some of your questions on during an actual interview.
2. REVIEW THE REFERENCES
Now, some business locations will not give you any information
regarding an applicant and may have you contact their corporate
office. However, it doesn’t hurt to try. Who knows, you may
get some very insightful information that you could use in your
interview. So, please ensure you are taking notes while conducting
your reference checks, and use these notes as a guide with
regards to their prior employment, education, and additional skills
they claim to have on their resume or application.
3. ELIMINATE INTERRUPTIONS
You can do this by placing a ‘DO NOT DISTURB’ sign on the
door, turning off your mobile phone, asking the applicant to turn
their phone off and/or unplugging any landline phones in the
interviewing area. Then remove the barrier that most interviewers

have when conducting an interview. You know the barrier I am
referring to. Come out from behind your desk and place two
chairs facing each other in the middle of the room with nothing
in between them. Now, you the interviewer should be sitting in
a rolling chair, preferably one with a back and arm rests. The
interviewee should be sitting in a stationary chair without wheels
or arm rests. This will help you read their body language during
the interview, and they will not be able to roll their chair to release
nervous energy.
4. DON’T ASK CLOSED-ENDED QUESTIONS
You should be doing 20 percent of the talking, and the
interviewee should be doing 80 percent of the talking. This can
be accomplished by asking open-ended questions. For instance,
“Tell me about a time you were terminated by one of your previous
employers” as opposed to “Have you ever been terminated by one
of your previous employers?” The first question is open and will
cause the guilty party to think more about the answer, which in turn
may cause non-verbal modes of communication or body language
markers of discomfort. This can help you identify the dishonest
candidate and actually motivate them to be honest about their
previous performance issues as well as why they were terminated.
We will talk more about that in step No. 5. The latter of the two
questions is closed and could be easily answered with a simple
“no,” whether they were or were not terminated in the past.
5. INTENSIVE LISTENING
An honest person will usually speak with confidence and in a
timely manner to the question being asked. Using the example
above, an honest person after hearing the question, “Tell me about
a time you were terminated by one of your previous employers”
will quickly reply, “I have never been terminated!” if they in fact
have not been. However, the dishonest candidate may pause and
take a moment to think before answering that question because
of how it was asked. Since a simple “yes” or “no” doesn’t fit, they
will need to think a bit more about the actual time they WERE
terminated! That pause in answering can mean a few things. They
may be thinking about which job of the many they may have been
terminated from or they may be deciding whether to be honest with
you or not (internal dialogue). That is when your rolling chair comes
into play. Move in just a bit closer and, with a soft-spoken tone
of voice, say something like: “Hey, we are both human and I have
made mistakes in the past like you have made mistakes in the past.
What happened?” This rationalization is how you can motivate
them to be more honest with regards to answering that question.
6. BE AWARE OF THE NON-VERBAL CLUES
Please keep in mind when reading body language, these markers
or ‘tells’ must come in clusters and be timely with the questions
asked. Just observing one or two of the body language markers
in the following list does NOT mean the candidate is being
deceptive. These behaviors are usually associated with individuals
who are nervous in general, and that would be a normal feeling
during an interview. However, we all know that a person being

deceptive will most likely be nervous as well. So, be mindful of the
following ‘tells’:
• Tone of voice
• Eye contact/movement
• Red/flush/blotchy skin
• Body alignment
• Hesitation with answers
• Breathing pace
• Open or closed body language
• Avoiding questions
• Position of legs/feet
• Look for unusual reactions
• Dramatic changes in body position
• Negative tone on specific questions
• Wringing of hands/repeated rubbing or scratching
Once again, keep in mind when reading body language that the
aforementioned markers or ‘tells’ must come in clusters and be
timely with the questions asked. Just observing one or two of the
body language markers above does NOT mean the candidate is
being deceptive. You are merely evaluating comfort levels to the
questions being asked.
7. LOOK FOR FACIAL MICRO-EXPRESSIONS
Another body language marker to pay close attention to are the
facial micro-expressions that happen in a fifth of a second that
can let you know what emotion they are truly feeling at the very
moment the question is asked. The seven basic emotions are:
anger, contempt, disgust, fear, happiness, sadness and surprise.
These emotions have been scientifically proven to have a certain
facial expression associated with them.
8. ENSURE THAT THREE FORMS ARE PROVIDED
So, you feel this is the person you would like to hire? I would
strongly suggest having EVERY potential employee read and sign a
background check consent form, credit check consent form as well
as a drug test consent form.
Once they are provided with these documents, they have been
informed that these extra preventive measures are in place, which
may in turn make them reconsider employment if they KNOW you
are checking all three areas. If they sign the forms, ensure all three
checks are actually completed.
In conclusion, there are numerous tools you can use to
ensure you are conducting a successful interview. The eight
steps mentioned above are a few of the basics needed in order
to become a successful interviewer and assist you within the
hiring process. ●
Jay Abiona has been conducting security consultations, private/
criminal investigations, as well as personal protection since 1994 in
the New York City market. In 2009 he relocated to Houston, Texas,
and became founder and CEO of Credible Security Solution (License
C16911). Abiona has conducted countless internal theft investigations
and has completed well over 5,000 interviews/interrogations in his
career with an unprecedented success rate in obtaining admissions.
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Investigations

Can’t We All Just Get
Embracing the team concept
in corporate investigations
BY DAVID P. FRIZELL, JR., CFE

CORPORATE INVESTIGATIONS COME IN MANY forms. The
most common are the investigations of employees or contractors
for violations of criminal law, corporate ethics and compliance
policies, or other types of employee malfeasance. This generally
includes theft in its various forms, embezzlement, fraud, vendor
kick-back schemes, or non-criminal violations of company policy
such as retaliation, computer violations, mismanagement, and
many more types of criminal and non-criminal violations that
are against the proprietary interests of the business. Of course,
there are many high-end corporate investigations for corporate
espionage, potential violations of the Foreign Corrupt Practices
Act (FCPA) and other issues.
In small businesses, the investigations are generally conducted
by the business managers because there may not be a de facto
human resources department, legal department or security
department. Sometimes these businesses will seek outside
assistance from their accountant, their attorney or a private
investigator. In contrast, a large corporation generally has
in-house resources for legal, compliance, human resources and
10 Winter 2014 | THE TEXAS INVESTIGATOR | www.tali.org

security (generally with a differentiation between those who may
conduct investigations, if any, and those who act as security
specialists for physical security matters).
Although seldom considered, a team approach to investigations
that combines multiple disciplines will best protect a corporation’s
assets and limit its liabilities.
NOT ALL PROFESSIONALS ARE CREATED EQUAL
People seem to realize that, in the United States, all doctors who
have attained the designation of MD have similar education and
training standards to earn that designation. Yet no one would
dream of going to a dermatologist for a heart condition or to a
cardiologist for a skin disorder.
There are few, if any, other professions in the U.S. where that
holds true. All plumbers do not have the same type of training,
experience and education as their counterparts — particularly in
other states where licensing standards vary. And, not all attorneys
have the same skills, even those who have graduated from law
school and have passed their state’s bar examination, have similar

Along?

allegation came from a co-conspirator who was caught with stolen
goods by plant managers.
Like many corporate investigations, this malfeasance came
to light with just an allegation. There was no evidence (no video
footage, no evidence of the sale of the allegedly stolen goods, no
way to connect any of the metals sold for scrap to ownership by
the plant, etc.). It was a case that could be solved only through
interview (interrogation, really, but more about that later).
In this case, the company hired an experienced private
investigator who successfully obtained confessions from all
five members of the theft ring, including the uniformed security
officer. With reasonable certainty (it is silly to think that everyone
confesses everything), the amount of theft, methodology used,
all persons involved, timeline of the theft, and other pertinent
information was obtained that allowed the investigator to make
useful recommendations to the plant that the company was able
to export to their other facilities to “harden the target” and reduce
the likelihood of this type of theft from occurring again. In addition,
the company was able to seek restitution from the co-conspirators
and the vendor employers of those co-conspirators. Lastly,
criminal prosecution was considered.

UNDERSTANDING A CORPORATE INVESTIGATION
Let’s look at some typical (and actual) corporate investigations:

• The Identity Theft Caper
Evidence surfaced to suggest that an administrative employee
of a law firm had accessed personnel files to obtain names and
Social Security numbers of co-workers (including attorneys at
the firm) for the purpose of engaging in multiple identity theft
schemes. The managing partner quickly terminated the employee,
who made no admissions. Later, their self-conducted internal
investigation revealed that the employee had numerous criminal
convictions (including theft, forgery and identity theft) that were
missed by the third-party provider of pre-employment background
investigation services.
The law firm contacted a private investigator with experience
in such matters, but the former employee would not cooperate
in the investigation and any investigative progress was impeded
by a lack of confession, or even lack of interview, of that
former employee. A pre-termination interview may have led to
a confession, which could have provided specifics as to the
methodology used, others involved (if any), the timeline, possible
restitution from the former employee, and may have been used in
any litigation with the third-party pre-employment investigation
provider. Because the “knee-jerk” reaction was to immediately
terminate the accused, this opportunity was lost. A team approach
might have thwarted the immediate termination, which essentially
ended the opportunity for a confession.

• The Security Officer Pay-Off Caper
The sole uniformed security officer of a petro-chemical plant
agreed to provide after-hours access to a team of contractors
at the plant in exchange for $100 each so that the team could
enter the plant and steal large amounts of new and scrap metal to
sell to a local metal recycling center for the cash proceeds. The

• The Cheating Caper
A manufacturing plant received an anonymous call on their ethics
hotline that suggested that numerous employees in a specific
department — one that requires certification for safety reasons
for all of their employees — had cheated on their certification
testing by passing the test answers amongst themselves. The

training, experience and education as their counterparts — even
within the same discipline.
If one were to have unlimited funds and were falsely (or not-sofalsely) accused of murder, would that person hire an experienced
immigration attorney for his/her defense just because the
attorney’s law degree was from Harvard or Yale? Or would a more
attractive attorney be one who had years of successful criminal
defense history — even if that attorney went to a “local” law
school part-time at night many years before?
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plant hired an experienced private investigator who reviewed
all of the internal emails of the employees named in the
anonymous call, which led to confirmation that cheating
was occurring on a grand scale. This led to the identification
of other employees who were also involved. The email
review identified more than a dozen employees who had
unauthorized access to test answers and who had shared
these answers with others, as well as a few who were
engaged in other, inappropriate and prohibited, uses of their
company computers.
Such cheating, in addition to being an ethics and
compliance violation, caused serious concern about the
continuing safety of the important work in that department
and brought serious liability to the company, especially if an
industrial accident were to occur in that department.
The investigator and his team successfully interviewed
all persons involved and obtained confessions from each,
allowing the company to take the appropriate corrective
action, which included terminations and re-testing.
UNDERSTANDING THAT “INTERROGATION”
IS NOT A DIRTY WORD
There are many definitions of “interrogation,” but there
are even more misconceptions about what constitutes an
interrogation — especially in the corporate or business world. In a
corporate setting, interrogation is not water boarding, it is not the
in-your-face style of Andy Sipowicz (for the fans of the TV show
“NYPD Blue”), and it is seldom confrontational. Simply stated,
interrogation is the art and science of convincing someone to
admit something they may have sworn to their higher power that
very day that they would never admit. In a corporate investigation,
the interrogation itself must be corporate-friendly. After all, these
are employees or contractors who may very well go back to work
at the conclusion of the interrogation.
One of the most overlooked purposes of the interrogation is to
assist in the detection of deception. While it is always important
to “catch the bad guy” and get him or her to confess, it is equally
important, if not more so, to clear any allegation of wrongdoing made against a person who is falsely accused or to more
accurately determine that person’s involvement, whether it is more
or less than the original allegation.
Interrogation skills are not synonymous with the crossexamination or deposition skills of an experienced attorney.
Interrogation skills are not developed just because the interrogator
is a parent who can “tell” when their child is lying. Corporate
interrogation skills are not always exhibited by former police
officers who had excellent police interrogation skills (and viceversa). Interrogation skills are not necessarily developed by
human resources professionals who are proficient in applicant
interview skills.
Interrogation (you can call it “subject interview” if you still
cannot wrap your mind around the use of that word or the
connotations it engenders) is a separate and unique skill that can
be learned, with proper training and practice. The skills of the
attorney and human resources professional may make that person
a better student of the new skills, but it may be a hindrance as
well, because the methodologies used are so different.
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The author once read in an Internet discussion group of security
professionals, including private investigators, corporate security
managers and Certified Fraud Examiners, that, “Only police can
interrogate because interrogation involves trickery and deception
that is not legal for a private citizen.” This is just wrong on
many levels.
The author was once told by an attorney in the legal/compliance
department of a major corporation that attorneys are better
suited for corporate investigations “because they are lawyers”
and the author is not so trained. When asked how she expected
attorneys not trained in interrogation to obtain confessions in
mostly allegation-based investigations, she responded that, “If
investigations are conducted properly, then confessions are not
necessary.” Again, this is wrong on many levels.
THE “AHA!” MOMENT
Let’s assume that you have learned the following:
• Most corporate investigations are allegation-driven with lessthan-ideal amount of evidence, if any. Also, many come from
anonymous sources who cannot be fully interviewed as to their
knowledge, motive or possible involvement.
• Not all corporate investigations are conducted by professionals
experienced in interview and interrogation — especially for the
purpose of detecting deception and garnering confessions.
• Corporate investigations, and the interviews and interrogations
associated with those investigations, are far different from those
conducted by police. The goal of each type of investigation is
very different. In the corporate world, we not only look for the
possibility of confession, but we need to learn more about the
violation: Who else was involved; how long has it been going
on; what is the total loss; what methodologies were used; and
how can it be prevented in the future? Police are generally
concerned with confessions to meet the elements of each
crime, to gather evidence, to identify co-conspirators and to
meet the rigors of prosecution.

• A unilateral decision to terminate an employee accused of
malfeasance, without first consulting other professionals who
may have input, may become the biggest burden to developing
additional information or a confession.
• Professionals good at things that may appear to be similar to
interrogations (employment interviews, cross-examination,
depositions, parenting) are not necessarily good at corporate
interrogations.
The “AHA!” moment comes, hopefully, when the realization is
made that the best corporate investigation comes in the form of
a team of professionals who are allowed to do what they do best
and who are not expected to perform those tasks that they do not
do as well.
In “The Cheating Caper” described earlier in the article, human
resource professionals partnered with the investigator and were
present during all interviews. The legal/compliance professionals
were involved in every aspect of the investigation and decisionmaking. Afterward, the business unit leaders were consulted for
input as to how to take corrective and preventative action.
In “The Security Officer Pay-Off Caper” described earlier, no
company human resources personnel were so engaged because
all of the “bad guys” were contractors. However, representatives of
the contractor companies (there were more than one) were present
during all interviews, partly to avoid issues of co-employment.
Attorneys from the legal department of the victim company were
appraised during each step of the investigation process and were
briefed after each interrogation. Company security personnel were
briefed so plant security could be enhanced at all company facilities.
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THE PERFECT TEAM TO HELP AVOID THE
PERFECT STORM
It is not always possible, but in a perfect world, each corporate
investigation would be conducted by a team of experts. In
employee malfeasance matters, that team would include at least
one human resources professional, one attorney from legal/
compliance, and one professional investigator with strong and
proven interview/interrogation skills. When needed, other team
members can be added: financial professionals, IT professionals,
business unit managers, auditors, forensic experts, physical
security experts, etc.
The idea of turf-building and territorial grandstanding so
that only corporate security, only human resources, or only
attorneys independently and unilaterally conduct investigations
is to discount the importance that each of those departments
have in an investigation. And to think that an expert attorney
or an expert human resources professional is automatically an
expert at interview/interrogation is as wrong as to think that an
interrogation expert is as knowledgeable about the law as the
attorney or as knowledgeable about HR issues as is the human
resources professional.
Only a team approach gives each investigation the greatest
chance of success as it minimizes the liabilities of the company. ●
David P. Frizell, Jr., CFE, is a former federal law enforcement and
counter-intelligence agent who now works in the private sector as a
private investigator and Certified Fraud Examiner. He is president of
Frizell Group International, LLC, based in Houston, Texas.
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Forensics

From Forensics to Facts in Evidence
BY DEAN BEERS, CLI, CCDI
FORENSICS ASSOCIATE EDITOR

THE CONCEPT OF “FORENSICS” HAS reached the level of
entertainment fascination. Like many other such fascinations,
the history and application of forensics is often different than
that of entertainment. Investigations, whether for criminal or civil
litigation, is serious business. A person’s freedoms and life may be
dependent on the scales of justice. Investigations are most often
a multi-faceted team approach, and forensics can be part of that
team. First, what is forensics? A common modern response is:
The gathering and examination of evidence in connection with a
crime. However, this is inaccurate and is defined in this way due
to the “CSI Effect.” Although most commonly applied to criminal
investigations, forensics involves civil, criminal, probate and
administrative legal matters. The most accurate definition is the
application of scientific evidence to the law. Another definition
could be: Facts Or Reasonable Evidence Necessitating Systematic
Investigative & Critical Solutions.
Some examples of working relationships with forensic experts
includes:
■ Forensic Pathologist
■ Forensic Toxicologist
■

Forensic Anthropologist
Forensic Entomologist
■ Forensic Odontologist
■ Forensic Crime Scene Investigator
■ Forensic Criminalist
■ Forensic Computer and Cell Phone Examiner
■ Forensic Document Examiner
Many of the forensic specialties are not presented here —
anymore, there seems to be no limit. The Texas Association of

Licensed Investigators has some of these experts among its
membership and access to all forensic specialties. Some of the
best forensic investigators and consultants in the world are part
of TALI. Forensics is a science and an art of the facts as analyzed
subjectively and objectively. As with all matters of jurisprudence,
the forensic investigator should be first impartial. The theory of
their client is not of any initial concern. Information determined to
be factual and offered as evidence is part of theory development.
All legal investigations can adapt a series of common forensic
protocols to further their investigative processes.
SUBJECTIVE INFLUENCES
Subjective influences are those that are personal or individualistic.
This is most often what has been learned in the investigative
realms, trial and error, and informal continuing education. There are
more variables in subjective influences. As fact finders, pursuits of
information are to be without bias. As persons, those biases may
show based on individual backgrounds and experiences, as well as
emotions. Keeping the subjective influences limited to those that
are without bias and lend to the discovery, analysis and reporting of
the facts is of key importance.

■
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OBJECTIVE INFLUENCES
Objective influences are those which are not personal or
individualist but are from collective studies and teachings.
These are most often from our education and training, as well as
experience. Objective influences, because they are most often
based on proven principles, are without subjective variables. As
a result, this objectivity should be without bias. Even objectively,

findings and opinions will differ. This can be based on subjective
influences, as well as any differences of education, training and
experience between those involved in the investigative process.
Not all areas of forensics are perceived as science. Some areas of
forensics are knowledge-based theories and conclusions, such as
seen in computer and cell phone forensics. There is a methodology
with definitive conclusions to these. One protocol of forensic
sciences that aid in developing answers from methodologies is the
ACE-V protocol: Analyze, Compare, Evaluate and Verify. ACE-V
is most often seen in fingerprint, tool mark and other impression
comparative forensic sciences. The following is adapted from
the Chesapeake Bay Division of the International Association for
Identification (CBDIAI) to provide a forensic investigative protocol
(http://www.cbdiai.org/ACEV/methodology.html).
All investigators are given two tasks: 1) to determine the
information, facts and evidence as consistent with their party’s
theories; and 2) to determine the information, facts and evidence as
inconsistent with the opposing party’s theories. The conclusive task
of the investigator is to sort it all out for the client. Please note the
use of “consistent with theories” refers to the forensic investigator’s
own theories. Similarly, “inconsistent with theories” can be used
and would refer to those of the opposing party. This critical case
analysis is important for assessing the various stages of proof —
reasonable suspicion, probable cause, preponderance and beyond
a reasonable doubt.
• Analysis phase of ACE-V for Investigators
The Analysis phase is the task of categorizing the case information
down to its basic and most applicable components. This phase
involves a thorough analysis of the case information to determine
any areas of factual basis. The forensic investigator performs
analysis of the informational details to determine the facts. This
includes analysis of the causes and events and the objective effect
upon the facts. The forensic investigator ultimately determines if the
informational components are sufficient enough to continue with
a comparison to the known facts. This provides meaningful insight
into the theory to be formed later.
• Comparison phase of ACE-V for Investigators
The Comparison phase should be a systematic review of the
previously categorized information into the facts in the Analysis
phase — working from the unknown to the known and from
information to facts. This would begin with individual details and
expand into group details of the information. For example, the
details of an item of information are compared to several other
items of information — forming facts. The information is compared
in areas such as timelines, scenes, locations, alibies, etc. These
factual comparisons will be evaluated in the next step. The
secondary purpose of this step is to exclude information as either
not factual or not relevant to the developing theories.
These subjective judgments of comparison — information
becoming facts — are made based on the education, training, skills
and experience of the forensic investigator.

• Evaluation phase of ACE-V for Investigators
The Evaluation phase is for determining if the facts are consistent
with the developing theories of the investigation. These facts would
become the evidence of the theories. After determining the facts
are consistent with theories, the forensic investigator will conclude
through evaluation that the consistency of the facts makes them
presentable as evidence. This is best determined using a scale of
probable and conclusive.
ADAPTED 10-POINT SCALE OF INFORMATION, FACT AND
EVIDENCE EVALUATION:
1.

Conclusive (a definite conclusion of theory is supported
by evidence)
2. Strong Probability (evidence strongly supports the theory
as conclusive)
3. Probable (evidence supports conclusive, some critical points
are inconclusive or absent)
4. Inconclusive Probability (indications the information is
supported by facts, but lacking strong evidentiary probability)
5. Undetermined (the theory is not conclusively supported or
refuted by the evidence)
6. Inconclusive Improbability (indications the information is not
supported by facts, but lacking strong evidentiary conclusion)
7.
Not Probable (evidence does not support the theory)
8. Strong Not Probable (evidence strongly does not support
the theory)
9. Eliminated (a definite elimination of the theory is supported by
the evidence)
10. Unsuitable (insufficient for any evidentiary conclusion)
The evaluation is made as to the significance of the information
to the facts, facts to the evidence and evidence to the theories. In
the scale, the conclusions are of the evidence to the theories —
those developed in the investigative process, or provided for by the
opposing party (i.e. allegations and charges).
This decision-making process will be more objective, with
subjective influences, based upon the forensic investigator’s
deductive reasoning of conclusion (e.g., their education, training
and experience).
• Verification phase of ACE-V for Investigators
The Verification phase in scientific ACE-V is the independent
process. This would include a second opinion for forensic document
examination, fingerprints, tool mark comparisons and other areas in
which verification and error are based on given scientific principles.
In the forensic investigative process, the determination of
information into evidence is also based on subjective influences.
As an example, evidence may indicate a person was capable of
committing the crime as alleged and charged, but the alibi of a
disinterested party refutes that. This is non-scientific subjectivity.
The same defendant may be cleared by DNA, or lack of DNA, at
a scene, together with additional verified objective evidence. In
both of the examples, it is important to independently verify the
evidence presented.
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• Critical Case Analysis using ACE-V
One of the key tasks of all investigators, in addition to being fact
finders, is critical case analysis. This is the process of deconstructing
all of the discovery or disclosure as presented by the opposing party.
This is then subjected to the ACE-V process — as an unbiased
investigator, the task has become being an independent verifier of the
information, facts and evidence as presented by the opposing party.
With a certainty, every investigator is a verifier — either by support
or refute — of the case presented against them. The critical case
analysis through the adaptation of the ACE-V protocol will present an
efficient and cohesive legal theory and strategy.
Connecting the trace evidence to the person(s), scene(s) and
instrument(s), together with additional direct and circumstantial
evidence, will develop a picture of the incident under investigation.
Following this evidence may eliminate persons, scenes and
instruments from any involvement in the incident.
• Person to scene — This can be determined by trace evidence
found at the scene that is proven to have come from the person.
Further investigation will determine if that person was at the scene
at the time in question.
• Victim to scene — This can also be determined by trace evidence
found at the scene that is proven to have come from the person.
Further investigation will determine if that victim was at the
scene at the time in question. This may also assist in determining
chronology of a crime and multiple scenes.
• Instrument to scene — This can be determined by trace evidence
found at the scene that is proven to have been caused or left by
the instrument. Tool marks from a screwdriver to a door jamb is an

example of this. Multiple scenes with the same tool mark link the
scenes. Further investigation will determine if that instrument was
used by a suspect or victim at the scene at the time in question.
• Instrument to person and/or victim — This can also be determined
by trace evidence found at the scene, and also on the person or
victim, and is proven to have come from the person(s) in question.
Further investigation will determine if the person(s) was/were at the
scene at the time in question.
The art of investigation and science — forensics, as these apply to
evidence before the trier of fact — are complementary and mutually
necessary in our justice system. Evidence does not lie, but it can be
misunderstood, misinterpreted, altered and have false results. People
lie when the truth may not be in their favor or acceptable to them.
Understanding the basic principles of forensic evidence development
and evaluation is beneficial to every investigation. Applying these
principles will not only develop and test case theories, they will also
be beneficial to the development and testing of legal strategies. ●
Dean A. Beers, CLI, CCDI is an affiliate member of TALI and Colorado
Licensed Private Investigator (#PI-503). He is a Certified Legal
Investigator and Certified Criminal Defense Investigator and expert
in criminal defense homicide and civil equivocal death investigations.
He authored Practical Methods for Legal Investigations: Concepts
and Protocols in Civil and Criminal Cases, released by CRC Press in
February 2011, and previously Professional Investigations: Individual
Locates, Backgrounds and Assets & Liabilities. He and his wife, Karen,
co-developed Death Investigation for Private Investigators online
continuing education for 14 states.
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Private Investigators
and Digital Forensics
BY MIKE ADAMS, CERTIFIED FORENSIC DIGITAL EXAMINER

P

rivate investigators cannot afford to ignore the information that
can be harvested from the vast number of digital devices currently
available to almost everyone.

A multitude of factors come into play when considering if you should have a digital
forensic exam performed on a device. The odds of successfully recovering data
depend on several factors. These include the type of device, privacy rights, ownership,
the device’s condition, cost of recovery and more. Let’s discuss some of these
considerations in detail.
One of your first considerations should include your right to examine the device.
Privacy laws in the state of Texas, and nationally, have evolved in favor of protecting
privacy rights when it comes to personal digital devices. Before having any device
examined, it is best to consult with an attorney or a certified digital forensics examiner
who has experience dealing with privacy issues. The right to examine any digital device
often depends on who owns the device and why the device needs to be examined.
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The parents of a minor child can almost always have their child’s
device examined. So can a business that owns a device issued
to its employees, but even then certain personal information is off
limits. For example, in a marriage relationship, at times a spouse
can have her or her spouse’s device examined, but conditions
apply and you need to check first. This is especially true in matters
where legal action is intended or anticipated. Protect your client and
yourself by seeking the facts before you act.
Of all digital devices, computers are usually the most productive
platform for getting the facts you need. A well-trained and
experienced examiner can recover documents, emails, Internet
activity, calendars, contacts, personal notes, journals, images,
movies, voice recordings and many other forms of data. Some
of this data also comes with a bonus record called “metadata.”
Metadata can tell you who created the document, when it was
created, when it was last accessed, when it was printed and
more information.
THE BTK SERIAL KILLER
A well-known example of using metadata to identify an offender
involved a man who called himself “BTK,” which stood for “Bind,
Torture and Kill.” BTK’s crimes spanned 17 years and were
especially heinous. In the 17 years from 1974 until 1991, BTK
murdered two men and eight women, two of whom were children.
By 1992, BTK had moved underground, and while law
enforcement had his DNA, they had no idea who BTK might be.
Then, in 2005, BTK engaged Wichita (Kansas) Police Department
Lt. Ken Landwehr in a personal relationship via a series of written
messages. Eventually, BTK asked Lt. Landwehr if he could submit
his next message on a floppy disk without risk of identifying himself.
Lt. Landwehr convinced BTK that he could submit his next
message on a floppy disk without any risk of being identified. Within
days a standard floppy disk arrived at the desk of Lt. Landwehr
who immediately passed the disk to the team’s digital forensics
examiner. After 31 years of waiting, it only required minutes to reveal
the metadata that told the story. On the monitor was the name of
the church that BTK attended, BTK’s user name, the file creation
date and the exact GPS coordinates of the computer used to
write the message. That following Sunday, the church had several
“guests,” and two days later Dennis Rader, the BTK serial murderer,
was arrested. At trial Rader expressed his extreme dissatisfaction
that Lt. Landwehr had lied to him about the dangers of digital
information. He exclaimed to the judge that lying to a suspect was
“not fair and not right.” He was convicted anyway.
CELL PHONES AND DIGITAL DEVICES
Cell phones are potentially just as revealing as computers but have
their own challenges. The days of the Subscriber Identity Module
(SIM) card being the soul of the cell phone are long gone. Today’s
smartphones contain solid state digital memory chips and many cell

phones also accept digital memory cards. The two primary threats
to cell phone forensics are the evolving operating systems and
chipsets that are frequently updated by cell phone manufacturers.
A general rule is that the older the phone and the older its software,
the more data an examiner can recover. We recently examined an
iPhone 3GS and were able to recover all live and deleted data. The
recovered data included more than 50,000 GPS coordinates that
the phone had logged robotically as it passed within range of Wi-Fi
routers. This enabled us to track the owner’s whereabouts for the
most recent 14 months. On later model smartphones with updated
software, one can still track the phone but not with as much detail.
Today’s phones still log GPS coordinates but not with the same
frequency as older phones. If the owner snaps a picture, creates a
digital map, logs into a Wi-Fi router, or performs similar tasks, then
a GPS fix is often created.
Today’s smartphones are also more secure than in the past. The
iPhone is generally accepted as being the most secure cell phone
currently available. After the iPhone, the BlackBerry is considered
to be the next most secure phone while Android phones are
considered to be the least secure. It is important to understand that
some cell phones are inherently more secure than others, but much
depends on the user. We will discuss security in a future article, but
for now remember that security is a relative thing primarily driven
by the user. By using strong passwords and common sense, your
phone will be more secure than those who do not — despite the
type of phone.
For all cell phones, there are alternative pathways to the data.
Forensic examiners will often attack the phone’s backup and sync
files. Many times, critical data that no longer exists on the phone
can be recovered from the backup files. The same principal holds
true if the phone is being backed up to a cloud service. If the phone
is one that accepts digital memory cards, those are also reviewed.
Each of the various media formats present their own challenge in
regards to access. Sometimes passwords must be revealed, or
discovered, and there are various legalities relevant to each. The
point is that multiple pathways exist that may be utilized providing
that access is legally allowed and achievable.
Tablet devices are much like cell phones. The rules that apply to
cell phones usually apply to tablets. Tablets are often backed up
more frequently than cell phones. If your subject employed a tablet,
you should consider looking at it. Tablets also tend to have more
memory capacity than cell phones, which bodes well for a forensic
acquisition of all available data. If there is more available memory,
that usually means that deleted data is not being overwritten as
often as it would be on a device with less memory. In general, the
more data we can acquire, the better the chance that we can get
what the client needs. Another development in regards to tablets is
the current trend of using them as a cell phone. There are several
iPad apps that allow the device to fully substitute for a cell phone.
Other brands of tablets have their own cell phone apps or might

The two primary threats to cell phone forensics are the
evolving operating systems and chipsets that are frequently
updated by cell phone manufacturers.
18 Winter 2014 | THE TEXAS INVESTIGATOR | www.tali.org

make use of Google Talk as a cell phone app. The more your
subject can do with their tablet device, the richer the potential for
finding the data you need.
One little known fact about digital cameras is when the user
snaps one picture, the device actually saves two pictures. One
picture is a full-size image while the other is a snapshot image.
This is done to speed up the review of images by the user. When
reviewing an image on the device, you will see the smaller snapshot
image. When you want to print the image, or see a larger version of
the image, the full-size image will be loaded. When the user deletes
an image, only the larger of the two is deleted. The snapshot, and
its associated metadata, remains behind and is unaffected by the
deletion process. More than one subject has been surprised to
discover this fact in court.
Trained examiners know where to look for data that is unavailable
to others, such as the files that your computer creates whenever
it goes to sleep or into hibernation. Either of those actions causes
live data to be saved for instant reloading later when the computer
“wakes up.” Examiners can access those files and retrieve the live
data. Other sources include “Internet Artifacts” that number more
than 300. These include social media sites, bit token sites, personal
messaging sites, dating sites, chat rooms, online auctions, and
many more sites that might contain the data you need.

DIGGING DEEPER
Sometimes the richest source for meaningful information comes
from the “In Private,” “Incognito” or other “Stealth” browsing
modes offered by most Internet browsers today. These private or
stealth modes allow the user to surf the Internet without recording
the session in the history folder. Consequently, the user believes
they can browse anonymously with no risk of discovery. The truth
is that a trained examiner is able to acquire and view all of that
so-called invisible data.
We are completing a case involving the comptroller of an outof-state energy company. The comptroller used Internet Explorer’s
“In Private” browsing mode to move company money to her
secret Citibank credit card account. From there she paid personal
bills, including her mortgage, her daughter’s electrical and cell
phone bills, her son’s car insurance, and many other monthly
bills. Our examination uncovered more than 300 transactions
that led directly to her Citibank credit card login. Each event is
documented as to the exact date, time, user and account number.
Fortunately, she used her company computer, and she had a
very strong login password. Those factors worked in our favor
to establish that she was the only person with access to that
computer and the “In Private” browsing capabilities. Our client
calls the data we collected “the dagger in her heart.”
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Just because a device is not in working order or a file appears to
be deleted does not mean that data is unrecoverable. Almost every
device from computers to tablets to cell phones to the smallest
media player is designed to retain data at all costs. By now, most
people know that simply deleting a file does not remove the file.
Only the file’s address is removed. By removing the address, the
master file table no longer knows where the file resides in memory
and the space it occupies is subject to being overwritten by a new
file. Forensic software easily recovers these files and presents
them to the examiner for review.
Today’s memory devices can retain data even under the most
extraordinary conditions. Hard drives and memory chips that
have been through fires, floods, falls, microwaves and more have
yielded data when no one thought it could be done. Consider the
substantial amount of data recovered from the hard drives located
after Space Shuttle Columbia’s tragic accident. After the shuttle
incident, a forensic examiner at Kroll Ontrack, Inc. disassembled
the drive in a clean room and recovered all of the data from an
important experiment. Data from several other hard drives, and
even video, was also successfully recovered.
The memory chips in cell phones retain data for extraordinary
lengths of time, even when the phone has not been charged. One
of our more emotional cases involved the death of a young mother.
In a fit of rage, a man murdered his wife and threw her iPhone
into a creek behind their home. The family eventually recovered
the phone and six months later mailed it to us for examination.
Via a process called “chip-off” recovery, we were able to
recover data that included priceless videos and images of their
deceased daughter.
CONCERNS OF COST AND METHODS
The digital forensics discipline has developed a reputation for
being beyond the budget constraints for many PIs. As a result,
you may be considering one of the ‘forensic stick’ devices that
look like a flash drive and plug into a USB port. These low cost
data recovery devices are very limited in functionality. In response
to that, and as an EnCase certified examiner, I would offer that
forensic examiners need
to be more flexible in
their pricing. Examiners
need to reconsider the
expensive retainers
requested by some no
matter the amount of time
required to actually work
a case. Certainly most examiners have worked cases that justified
such retainers, but in some cases there are examiners who have
been overpaid. Each case should be taken on its own merits and
charged accordingly.
While forensic sticks provide a peek as to what is going on inside
a device, you need to be very careful about the conclusions you
draw. A stick will find information, no doubt. It will find information
that is truly an artifact of your target activity, and it will also find
information that others have planted. Planted information is a factor
especially when child custody is an issue.
The point is not only what you find but also who put it there.
In digital forensics we say, “You do not know what you do not

know, and what you do not know can hurt you.” For example, a
client recently walked into our office, tears in her eyes, a tower
computer in her arms, because she caught her new husband
on a website offering child pornography. He claimed he had
“stumbled” onto the site and swore he was repulsed by what
he found. Our job was to verify that statement. We diligently
searched the hard drive but found no hint of any pornography.
However, standard procedure also requires us to verify what are
called the “hash values” of every file on the hard drive. A hash
value is to matching computer files what DNA is to matching
human beings. Hash values can identify digital files by comparing
the hash value of a file found on a hard drive to the published
hash value of the same file. If the hash values match, the file is
legitimate, and if not, something is different about the two files.
On this computer, the actual hash value for the Microsoft Office
2003 application did not match its published hash value. This told
us that something was wrong, and it also told us where to look.
We soon discovered years of child porn activity hidden inside
the Microsoft Office application folder. The husband had saved
the images inside the folder but had changed the file extensions.
Most searches, especially one performed by a stick, would never
have located those images. This is an old trick that pedophiles
use to hide child porn. Had we depended on a forensic stick to
reach our conclusions, the outcome for everyone involved would
have been very different. Think before banking your reputation,
insurance premiums, and your client’s well-being on a stick. It
might not end well.
Digital forensics can be a powerful weapon in your quest to
find the truth. When seeking a forensic examiner, look for a valid
certification and a good reputation. Ask about court experience
and read the testimonials on their website. FTK and EnCase are
just two certifications that are known worldwide and also known
in the courts. While there are no court-approved digital forensic
certifications, there are definitely certifications that courts are
more familiar and more comfortable with. Avoid examiners that
will take a case when the rights to access the data are either
not clear or clearly not allowed. Get clearance first, and get a

Almost every device from computers to tablets
to cell phones to the smallest media player is
designed to retain data at all costs.

20 Winter 2014 | THE TEXAS INVESTIGATOR | www.tali.org

contract. Beware of examiners operating with no PSB license or
an expired PSB license. During a recent survey, we discovered
some of each. Do your due diligence, and you will end up with the
right examiner on your team. That can make the critical difference
to your case and to your client. ●
Mike Adams is an EnCase certified examiner and owner of Prime
Focus Forensics, LLC, a licensed private investigation agency
(A17351) performing digital forensic examinations for a variety of
clients. Adams is also certified in network penetration forensics
and Internet forensics. He may be contacted at 512-436-3610 or
madams@pfforensics.com. His website is www.pfforensics.com.

▼

Texas Certified Investigator

Why I Made the Decision
to Become a TCI
BY BILL PELLERIN, TCI
HAVING ATTENDED MANY TALI CONFERENCES since 1993,
it was only in recent years that I became interested in the Texas
Certified Investigator (TCI) program. My initial impression of many of
the investigators I saw sporting the TCI lapel pin at TALI Conferences
was one of intrigue. The TCIs I became acquainted with and interacted
with over time seemed to be well-qualified in their respective areas of
specialty and appeared to embrace a deeper level of professionalism.
In larger discussions, most TCIs appeared to be tuned in to the
critical issues that are known to have a make-or-break effect upon
our jobs as private investigators. Among many TCIs, there existed
a willingness to serve our membership unselfishly and when
necessary, take quick, decisive action when an issue needed to be
addressed or a problem solved.
Over time, I became closely acquainted with several TCIs from
different parts of the state and began to develop great respect for
many of them as individuals and as professionals representing our
industry. In a short period of time, it was apparent to me that the
TCIs I had come to know or work with consistently represented our
profession in a favorable light. A confidence was soon instilled that
led me to believe a higher ethical standard was at work within the
TCI group.
While attending the TALI mid-winter conference in Houston
in January 2012, I saw fellow TALI member Fred Clark at the TCI
booth and struck up a casual conversation with him. Unexpectedly,
Fred simply asked if I had ever thought about becoming a TCI.
Before I could impart some lame excuse to Fred for not considering
the program, Fred followed up with, “Why don’t you consider
testing to become a TCI? You’ll probably test well.”
Knowing how gracious and genuine Fred is, anyone would have
appreciated Fred’s encouragement to consider the TCI program.
The challenge was now on the table for me. As an investigator and
competitor, it has always been difficult for me to walk away from an
opportunity to compete.
Having worked for attorneys who practice law in a variety of
areas over the years, I also knew that a Board Certified designation
carries a distinction that demonstrates a higher level of expertise
in a specific area of law. My initial impression — and fear, to be
candid with all — was that the TCI designation would lend itself to
a comparable standing within the investigations profession, and
thus enhance my credibility as an Investigator.
As explained to me during the application process, the testing
process consisted of a half-day written exam, half-day oral exam,
and a fairly extensive research paper on a topic that required
approval from the TCI panel.

The written exam portion of the test required study from four
distinct investigative subject areas. The oral exam required that
an investigation be conducted relative to a specific set of facts
and circumstances that were presented to all of the TCI test
candidates. Upon completion of the “mock” investigation, each
TCI candidate was required to report back to the TCI Test Panel
and present their findings from the mock investigation they had
just completed.
The white paper portion of the certification required candidates
to develop and submit a unique investigative topic for approval
before actually initiating the research for this phase of the exam.
Once notified that I had successfully passed the TCI exam,
it was difficult not to have a sense of pride for what was
just achieved.
Being advised of my new responsibility as a TCI to embrace the
highest possible ethical standards in the investigative profession,
I knew this would require a permanent, uncompromising position
on my part. I also knew that it was time for me as a licensed private
investigator, as a Texas Certified Investigator and simply as a
member of the human race to begin giving back to a profession
that has been very good to me over the past 27 years. Many of the
TCIs I know today recognized this responsibility years before I did
and continue to practice this same principle today.
With no leniency, Carol Tharp, our past TCI Program Chair,
was well-prepared and coordinated a rigorous and challenging
TCI testing process. Personally, I would not have preferred that
the TCI testing experience be anything less. I am confident that
Kevin Pipkins will be equally and extremely effective in his new role
as TCI chair.
The TCI program continues to seek out a few ambitious men and
women who are willing to embrace this rewarding and prestigious
challenge. This opportunity will present itself because one of our
peers will observe something in our demeanor, our capabilities as
an investigator or our ability to achieve at a higher level that we may
not recognize in ourselves.
I appreciate you asking me to consider the TCI program, Fred. ●
Bill Pellerin is the founder and president of Texas Investigative
Network, Inc., a Texas Corporation founded in 1994. The company
employs licensed investigators in Austin, Corpus Christi, Dallas, El
Paso, Fort Worth, Houston, Lubbock, McAllen and San Antonio, Texas,
and conducts investigations for several major Texas corporations, law
firms, insurance companies and financial institutions. He is a TALI
Board member and past Region 4 Director for NCISS.
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Professional Development

3 Things You Can Do, Starting Today,
To Project a More Professional Demeanor
BY HAL HUMPHREYS, CFE
BRIAN WILLINGHAM OF DILIGENTIA GROUP, a New Yorkbased firm specializing in due diligence, did a survey several
months back in which he asked upwards of a thousand people
how they felt about private investigators. The survey results are
disheartening but not shocking.
Clearly, private investigators have an image problem. With an
eye to correcting that, here are three simple steps you can take to
increase your credibility and, perhaps over time, the ways people
perceive private investigators.
1. Look the part.
Seriously, dress like an adult. There was a time when men and
women dressed like grown-ups whenever they left the house.
Search for 1920s style, and you’ll see. Watch an episode of Mad
Men, and you’ll see. Stream an episode of Rockford on NetFlix ...
you’ll see. Even criminals dressed well in the Jazz Age.
People used to dress for work. They had style.
The old-school gumshoes, creations of Dashiell Hammett and
his contemporaries, dressed like gentlemen and ladies — though, it
seems that everyone in that era dressed to impress. Let’s be clear:
Clothes do not make a man a gentleman. We’ll just accept as a
given that being a gentleperson is the foundation upon which we’ll
build our wardrobe.
I spend a lot of time with federal agents, detectives and other
private investigators. The feds understand — they apparently have a
dress code. Police detectives sometimes get it.
PIs are, quite possibly, the worst offenders. We can fix that.
Appearance is key, first impressions paramount. Never go to a client
meeting, deposition or court without dressing for the occasion.
Clients expect a certain professional look. I wear denim often
and am completely comfortable going to meet a long-term client
sporting a pair of jeans, mid-tan shoes and belt, pressed oxford
cloth shirt, and an odd jacket, maybe even a bow tie.

That’s as casual as I get. For depositions, a pair of gabardine
slacks, likely gray, a nice sport coat, and definitely a tie. Court
demands a suit, sometimes a three-piece, but always a suit.
These are fairly easy ideas to grasp. Dress like a grown-up. Also,
the minutiae can make a difference. Ties should be classic and
colorful. They should never have products or cartoons patterned
across them, never. If you attend a professional investigators’ group
meeting wearing cut-off sweatpants, you’re hurting the profession.
If you go to a CLE seminar for attorneys and you’re wearing a
hoodie, you’re hurting the profession. Dress like an adult.
2. Get credentialed.
A professional designation can go a long way toward building
credibility — IF it’s a real designation and not just a phone-it-in
post-nominal. A proper designation should include barriers to entry
and rather onerous requirements. There should be a course of
study required, a test to pass and an ongoing continuing education
requirement. Without these qualities, a professional designation is
just a string of meaningless letters intended to convey gravitas, but
in reality, advertising, “I don’t care.”
I’ll not suggest specific organizations as good or bad. That
choice is yours to make. Instead, I’ll simply offer my own history:
I’m a member of the Association of Certified Fraud Examiners.
They offer one designation, the CFE designation, to qualified
investigators. It’s not easy to get. It’s expensive to maintain. They
require continuing education every year to the tune of 22 hours. The
ACFE demands a lot, but it provides credibility, peer review and
resources. For me, this credential is well worth the time and effort
— not just for initials on a business card, but for the skills I learned
and the people I met along the way.
Many professional organizations require a college degree. Please,
make sure you have an actual college degree from an accredited
university. If you apply to be a designated member of a professional
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organization and you’re sporting a bachelor’s degree granted for
“life experience,” it’s probably not going to meet the requirements.
A college degree is not required to be competent and
professional, but it sure doesn’t hurt. My point is this: If you’ve
got a degree, that’s great. If not, it’s not the end of the world. Do
not, however, boast of a degree from phone-it-in-U. That’ll hurt
you more than it helps. Again, we’re trying to foster a sense of
professionalism.
3. Write. Teach. Speak. Give.
Professionals make opportunities to get their brand out into the
world. Find an industry magazine to write for. Example: Write an
article for The Texas Investigator. Pitch a story to Pursuit Magazine,
the magazine of professional investigators. You have experience
and expertise. Share it.
I have long held the belief, probably based on my early exposure
to Dale Carnegie and Zig Ziglar, that the way to get what I want is to
help other people get what they want.
I watch PIs hoard secrets all the time. Find a new method, a new
gimmick, buy a hot new gadget, and then try to keep everybody
else from learning about it. I see established PIs try to discourage
others from learning their particular skill by sending the following
messages, either subtly or overtly:
“I am the one who does surveillance the best. How dare you try
and do what I do.”
“How can you consider yourself an expert? You haven’t done
as many murder cases as I have.” (Actual quote from an older
investigator to one of the best criminal investigators I know.)
“I’ve spent years learning how to research; why would I dream of
helping someone take my business?”
These attitudes are shortsighted. I like the idea of giving freely
and openly, without any specific agenda. A gift of time, information
or friendship-sweat-equity, throwing in a few extra hours to help
make a friend or colleague’s life easier. That’s just bread on the
water, good PR.
Seth Godin says, “Sending someone a gift over the transom
isn’t a gift, it’s marketing. Gifts have to be truly given, not given in
anticipation of a repayment.”
The winner, the gal who is seen as the leader in her industry, is
often the one who freely trains and advises. The winner, the guy

who owns the most successful company, is often the one who has
time to grab a coffee. The winner, the boss who is a true leader, is
often the one who encourages you to create your own business.
Winners are not afraid of losing. They know that helping other
amazing people reach their goals is the easiest way to maintain
their position of influence. And they honestly enjoy lending a hand.
Pay attention to the leaders in your community. Church,
industry, Rotary, Chamber of Commerce, whatever — the leaders,
the ones who stand out, are always giving. And in this case, giving
is taking the time to share your expertise. Publish an article, teach
a course and speak to the defense lawyer’s association. Get
yourself out there, in front of clients and peers, and tell your story.
These three easy steps are things you can start doing today to
increase your professional profile. In summary:
Dress the part of a professional. I know we chose this
industry for its freedom, out of our need to operate independently
and our mutual disdain for “bosses.” But the fact is, if you want to
be an impressive professional, you need to look like an impressive
professional.
Get credentialed. Take some time and effort and research a
few professional organizations. Get designated. Finish up that
college degree. Educate yourself.
Share what you know. Speak to the local Chamber of
Commerce. Give a lunchtime presentation to the local lawyer’s
association. Teach a class about your expertise. Give; freely
and openly.
Please feel free to visit us over at Pursuit Magazine (www.
pursuitmag.com) and join the conversation there. We offer
opportunities for you to share your stories, your expertise.
We allow readers to comment and interact. Sometimes, the
discussions get heated. Sometimes, our topics stir the pot. But
we’re part of a strong group of professionals who genuinely care
about the industry, and we encourage you to get involved. ●
Thomas H. (‘Hal’) Humphreys is the executive editor of Pursuit
Magazine and founder/lead investigator of [FIND] Investigations, a PI
agency in Nashville, Tenn. When he’s not interviewing witnesses or
surveilling the unwitting, he’s also a writer, radio producer, hiker and
fly fisherman.
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▼

NCISS

Introducing Lobbyit
BY FRANCIE KOEHLER
LEGISLATIVE CHAIR – INVESTIGATION, NCISS

AS WE MOVE INTO 2014, I am excited about being involved in
launching the new NCISS legislative program, Lobbyit. The program
will be under the direction of Paul Kanitra, who will be taking the
helm as lobbyist for NCISS following the Dec. 31 retirement of Larry
Sabbath. Sabbath has served NCISS well over the past decades.
He has maneuvered us through the Driver’s Privacy Protection
Act (DPPA), the Fair Credit Reporting Act (FCRA), many Federal
Trade Commission (FTC) rulings, the 2nd Amendment, and scores
of untold battles involving Social Security numbers and data
protection. We will miss him. He has done us proud.
It does little to fight restrictive legislation in Texas without
simultaneously joining forces with an association that
can represent you in Washington, D.C. We have learned
that addressing laws impacting our businesses is often
facilitated through relationships we establish with our elected
representatives. This is exactly what happened when we were
in the throes of dealing with FCRA language requiring us to
get permission to investigate an individual in a workplace
investigation. Thanks to the relationship Bill Asher had with
Congressman Pete Sessions, Sessions agreed to help us; the
problem was addressed and ultimately corrected. Asher is a great
example of why it is essential to become acquainted with those
who are elected to represent us — so we can have a dialogue
concerning regulation and laws that affect us, our clients and the
judicial system.
Lobbyit, with an office just a couple of blocks from the Capitol,
will have several people available to advocate on our behalf and
help us sustain those vital relationships.
Heading up the firm as its president and founder is Paul Kanitra.
Kanitra graduated from Texas Christian University in Fort Worth
with a bachelor’s in political science.
Second in command is Keith B. Nelson, an attorney and former
prosecutor with considerable regulatory experience. Prior to his
24 Winter 2014 | THE TEXAS INVESTIGATOR | www.tali.org

association with Lobbyit, he ran the Legislative Affairs offices for
the U.S. Department of Justice and the White House Office of
National Drug Control Policy.
Nile Elam, director of Congressional Affairs, worked with Gov.
Romney’s presidential campaign and Arizona Congress member
Paul Gozar. Elam also graduated from Texas Christian University.
NCISS transitioned smoothly with both Sabbath and Lobbyit
on board for the month of December. We are adding additional
services in January and then adopting Lobbyit’s full-blown
program effective April 1, 2014. There will be many positive
developments as we traverse through 2014, including an online
advocacy hub and legislative tracking for all 50 states to develop a
broad, national advocacy presence across the country.
The advocacy hub tracking state legislation is particularly
important for those states, unlike Texas, that do not have
either a lobbyist or a strong legislative monitoring program.
Although Lobbyit will not be serving as the lobbyist for state
interests, they will certainly assist representatives from NCISS
member state associations in developing their own grassroots
advocacy program.
Besides representing private investigators, NCISS has a strong
security side with the legislation committee headed up by Past
President Maria Landry. With the assistance of Lobbyit, Landry
will track and advocate on behalf of NCISS for the security
professionals and guard firms.
Working together with our team and yours, we are making
a difference! ●
Francie Koehler serves as Legislative Chair – Investigation for NCISS.
She is a two-term past president of both CALI and NCISS and past
Board Chair of NCISS. She also hosts an Internet radio show entitled
PI’s Declassified, which is designed to educate and to challenge the
myth fostered by TV and the movies.
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ISPLA

In the News:
Crime Labs
Under Scrutiny
BY BRUCE HULME
ISPLA DIRECTOR OF GOVERNMENT AFFAIRS

A RECENT ISSUE OF ABA Journal has a lengthy article entitled
“Crime labs under the microscope after a string of shoddy, suspect
and fraudulent results.” Two bills have been introduced in Congress
to help address some of the problems; however, the measures are
presently stalled and still in committee.
The article outlines the wide array of scandals and abuses in
crime labs throughout the U.S. commencing with the New York City
medical examiner’s office confirmation of more than 800 rape cases
in a 10-year period with DNA being mishandled to the misdeeds
of a Massachusetts State Police lab technician, “Little Annie”
Dookhan. Dookhan is accused of “faking test results, intentionally
contaminating and padding suspected drug samples, forging
coworkers’ signatures on lab reports, and falsely claiming to have
a master’s degree in chemistry.” In her nine years, she tested more
than 60,000 drug samples involving 34,000 defendants.
This article should be reviewed by professional investigators
handling criminal defense investigations. Private investigators
involved with investigating forensic expert witnesses and
those handling appeals, post-conviction exonerations, and
wrongful convictions will find valuable links to a number of
references and sources.
There are a number of comments about the many abuses in
crime labs as well as questions regarding certification programs
and the American Society of Crime Laboratory Directors/Laboratory
Accreditation Board (ASCLD/LAB).
Society of Professional Investigators’ general counsel and New
York City criminal defense lawyer Marvin Schechter, a member of
the committee that produced the National Academy of Science
report, is one of ASCLD/LAB’s biggest critics. Schechter, also a
member of the New York State Commission on Forensic Science,
wrote a lengthy memo to his fellow commissioners in 2011

recommending that they look for a new accreditor. He characterized
ASCLD/LAB as an organization more interested in protecting
its members’ images than in promoting accountability. “In fact,
ASCLD/LAB could more properly be described as a product service
organization,” Schechter wrote, “which sells for a fee a ‘seal of
approval’ covering diverse laboratory systems, which laboratories
can utilize to bolster their credibility through in-court testimony
by technicians, plus ancillary services such as protection from
outside inquiry, shielding of internal activities and, where necessary,
especially in the event of public condemnation, a spokesperson to
buffer the laboratory from media inquiry.”
The National Academy of Sciences report presented 13
recommendations for improving the system, including one calling
for creation of an independent national institute of forensic science
to lead research efforts, establish and enforce accreditation and
certification standards for labs and practitioners, and oversee
educational programs. The report also recommended removal of
all crime labs from the administrative control of law enforcement
agencies and prosecutors’ offices, creation of standard terminology
for reports and testimony, and increases in funding for peerreviewed research into the scientific validity of various forensic
techniques. It also called for more research into human observer
bias, establishment of routine quality control and quality assurance
measures, and development of a national code of ethics for
all forensic science disciplines. To date, virtually nothing has
been done to implement any of the study’s recommendations,
according to the article. However, there have been some positive
proposals offered.
In 2012, the American Bar Association House of Delegates
adopted two resolutions. One urged governments at all levels to
adopt pretrial discovery procedures requiring crime labs to produce
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Representative Eddie Bernice Johnson
(D-TX-30), would establish a national
forensic science research program to
fund research and develop forensic
science standards.
The federal government has also
announced establishment of a National
Commission on Forensic Science
aimed at strengthening and enhancing
the practice of forensic science. The
30-member commission will develop
policy recommendations for the U.S.
attorney general on national forensic
science standards, a uniform code of
professional responsibility, and minimal
training and certification requirements for
forensic practitioners. ●
Bruce H. Hulme, CFE, government affairs
director of ISPLA, also serves as legislative
liaison and member of the boards of
INTELLENET, the New York Chapter of the
ACFE, ALDONYS and SPI. He is also on
an advisory board of John Jay College of
Criminal Justice, a gubernatorial appointee
to the New York State Security Guard
Advisory Council, and is the PI profession
representative board member of IASIR.
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“comprehensive and comprehensible”
reports that spell out the procedures
used in an analysis; the results of the
analysis; the identity, qualifications and
opinions of the analyst and anyone else
who participated in the testing; and any
additional information that could bear on
the validity of the test results. The other
urged judges and lawyers to consider
several factors in determining how expert
testimony should be presented to a jury
and in instructing juries how to evaluate
that testimony.
There are two forensic science reform
bills presently pending in Congress.
However, neither has gotten out of
committee. The Criminal Justice and
Forensic Science Reform Act, sponsored
by Senate Judiciary Committee Chairman
Patrick Leahy (D-VT), would require all
forensic labs that receive federal funding to
be accredited and all relevant personnel to
be certified.
The Forensic Science and Standards
Act, introduced in the Senate by
Commerce, Science and Transportation
Committee Chairman Jay Rockefeller
(D-WV), and in the House by
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